Upper Ouse Water Management Board (“The Board”)

PRIVACY NOTICE

The Upper Ouse Water Management Board are fully committed to compliance with the requirements of the
General Data Protection Regulation (GDPR) and all other data protection legislation currently in force. The
Regulation applies to anyone processing personal data and sets out principles which should be followed and
gives rights to those whose data is being processed. The Boards full Data Protection Policy can be found on our
website here- www.idbs.org.uk

To this end, the Board endorses fully and adheres to the Data Protection Principles listed below. When

processing data we will ensure that it is:

e processed lawfully, fairly and in a transparent way (‘lawfulness, fairness and transparency’)

e processed no further than the legitimate purposes for which that data was collected (‘purpose limitation’)

e limited to what is necessary in relation to the purpose (‘data minimisation’)

e accurate and kept up to date (“accuracy’)

e kept in a form which permits identification of the data subject for no longer than is necessary (‘storage
limitation’)

e processed in a manner that ensures security of that personal data (‘integrity and confidentiality’)

e processed by a controller who can demonstrate compliance with the principles (‘accountability’)

These rights must be observed at all times when processing or using personal information. Therefore, through
appropriate management and strict application of criteria and controls, the Board will:

e observe fully the conditions regarding having a lawful basis to process personal information

e meet its legal obligations to specify the purposes for which information is used

e collect and process appropriate information only to the extent that it is necessary to fulfil operational needs
or to comply with any legal requirements

e ensure the information held is accurate and up to date

e ensure that the information is held for no longer than is necessary

e ensure that the rights of people about whom information is held can be fully exercised under the GDPR (i.e.
the right to be informed that processing is being undertaken, to access personal information on request; to
prevent processing in certain circumstances, and to correct, rectify, block or erase information that is
regarded as wrong information)

o take appropriate technical and organisational security measures to safeguard personal information

e ensure that personal information is not transferred outside the EU, to other countries or international
organisations without an adequate level of protection

Information sharing

Where we need to disclose your personal information to other authorities e.g. the Environment Agency, we will
do so only with your prior explicit consent or where we are legally required to. We may disclose information
when necessary to prevent risk of harm to an individual.

Information Security

The Board seeks to ensure the security of personal data. We make sure that your information is protected from
unauthorised access, loss, manipulation, falsification, destruction or unauthorised disclosure. This is done
through appropriate technical measures and appropriate policies. We will only keep your data for the purpose
it was collected for and only for as long as is necessary. After which it will be deleted.


http://www.idbs.org.uk/

Your Rights

Access to Information

You have the right to request access to the information we have about you. You can do this by contacting our
Data Protection Officer: alice.smith@idbs.org.uk

Information Correction and deletion
If you believe that the information we have about you is incorrect, you may contact us so that we can update it
and keep your data accurate. Please contact: alice.smith@idbs.org.uk

Right to Object
If you believe that your data is not being processed for the purpose it has been collected for, you may object:
Please contact: alice.smith@idbs.org.uk

To Sum Up

In accordance with the law, we only collect a limited amount of information about you that is necessary for
correspondence, information and service provision. We do not use profiling, we do not sell your data, we do not
pass your data to third parties without your consent. We do not use your data for purposes other than those
specified. We make sure your data is stored securely. We delete all information deemed to be no longer
necessary. We constantly review our Privacy Policies to keep it up to date in protecting your data.

Complaints

If you have a complaint regarding the way your personal data has been processed, you may make a complaint
to The Boards Data Protection Officer: alice.smith@idbs.org.uk and the Information Commissioners Office
casework@ico.org.uk Tel: 0303 123 1113
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